Abstract. This paper proposes a novel approach for identifying risks in executable business processes and detecting them at run-time. The approach considers risks in all phases of the business process management lifecycle, and is realized via a distributed, sensor-based architecture. At design-time, sensors are defined to specify risk conditions which when fulfilled, are a likely indicator of faults to occur. Both historical and current process execution data can be used to compose such conditions. At run-time, each sensor independently notifies a sensor manager when a risk is detected. In turn, the sensor manager interacts with the monitoring component of a process automation suite to prompt the results to the user who may take remedial actions. The proposed architecture has been implemented in the YAWL system and its performance has been evaluated in practice.
Introduction
According to the AS/NZS ISO 31000 standard, a business process risk is the chance of something happening that will have an impact on the process objectives, and is measured in terms of likelihood and consequence [26] . Incidents such as scandals in the finance sector (the 4.9B Euros fraud at Société Générale), in the health sector (Patel Inquiry) and in the aviation industry (failed terrorist attacks) have shown that business processes are constantly exposed to a wide range of risks.
Failures of process-driven risk management can result in substantial financial and reputational consequences, potentially threatening an organization's existence. Legislative initiatives such as the Sarbanes-Oxley Act 1 and Basel II [2] in the finance sector have highlighted the pressing need to better manage business process risks. As a consequence of these mandates, organizations are now seeking new ways to control processrelated risk and are attempting to incorporate it as a distinct view in their operational management. However, whilst conceptually appealing, to date there is little guidance as to how this can best be done. Currently the disciplines of process management and risk management are largely disjoint and operate independently of one another. In industry they are usually handled by different organizational units. Within academia, recent research has centered on the identification of process-related risks. However the incidents described above demonstrate that a focus on risk analysis alone is no longer adequate, and an active, real-time risk detection and controlling is required.
We propose a novel approach for operationalizing risk management in Business Process Management automation Suites (BPMSs). The aim of this approach is to provide a concrete mechanism for identifying risks in executable business process models and detecting them during process execution. This is achieved by considering risks throughout the BPM lifecycle, from process model design where risk conditions are defined, through to process diagnosis, where risks are monitored. By automating risk detection, the interested users (e.g. a process administrator) can be notified as early as a risk is detected, such that remedial actions can be taken to rectify the current process instance, and prevent an undesired state of the process (fault for short), from occurring. Based on historical data, we can also compute the probability of a risk at run-time, and compare it to a threshold, so as to notify the user only when the risk's criticality is no longer tolerable. To the best of our knowledge, this is the first attempt to incorporate risks into executable business processes and enable their automatic detection at run-time.
The proposed approach is realized via a distributed, sensor-based architecture. A sensor is an independent software component which monitors a risk condition capturing the situation upon which the risk of a given fault may occur. Conditions can be determined via a query language that can fetch both historical and current execution data from the logs of the BPMS. At run-time sensors are registered with a central sensor manager. At a given sampling rate, or based on the occurrence of a (complex) event, the sensor manager retrieves and filters all data relevant for the various sensors (as it is logged by the BPMS engine), and distributes it to the relevant sensors. If a sensor condition holds, i.e. if the probability of the associated risk is above a given threshold, the sensor alerts the sensor manager which in turn notifies the monitoring component of the BPMS. The distributed nature of the architecture guarantees that there is no performance overhead on the BPMS engine, and thus on the execution of the various process instances. We implemented this architecture on top of the YAWL system. We extended the YAWL Editor to cater for the design of risk sensors, and equipped the run-time environment with a sensor manager service that interacts with YAWL's monitoring service and execution engine.
To prove the feasibility of the proposed approach, we used fault tree analysis [4] (a well-established risk analysis method) to identify risk conditions in a reference process model for logistics, in collaboration with an Australian risk consultant. These risks embrace different process aspects such as tasks' order dependencies, involved resources and business data, and relate to historical data where needed, to compute risk probabilities. We expressed these conditions via sensors in the YAWL environment, and measured the time needed to compute these conditions at run-time. The tests showed that the sensor conditions can be computed in a matter of milliseconds without impacting on the performance of the running process instances. This paper is organized as follows. Section 2 illustrates the running example in the logistics domain. Section 3 describes our risk-aware BPM approach while Sect. 4 presents the sensor-based architecture to implement this approach. The architecture is evaluated in Sect. 5. Section 6 covers related work while Sect. 7 concludes the paper.
